Preventing Compliance Errors before they happen for the Web Content

Scenario in Microsoft office SharePoint Server (MOSS)

Compliance is an important aspect of both Intranet and Internet content management. Ensuring that
your Web content conforms to regulatory and standards based compliance requirements is an
important factor in creating a stable and trustworthy Web based experience for your site users. For
those that use the Web Content Management Scenarios in MOSS this document will provide you with
complete examples on how to implement content compliance for the following areas:

e Markup Validation
e Brand Management
e Bad words List

The example is written is C# with Visual Studio 2008. The programs do require access to files other than
that in the project, but the locations are not hardcoded and the example was written to allow for
distribution as a solution when you complete your policy files. The Source code and reference files will
be provided with this post and can be distributed freely.

Introduction

There are several tasks that you may want to perform on your content that are potentially not available
out of the box, may require some programming, or simply may be out of the scope of your normal
business. For these reasons you can take advantage of the SharePoint Object Model to provide
extended content compliance services to your WCM Solutions.

Markup Validation

The first item we will be looking at is markup validation with the specific task of creating valid XHTML
markup. There are several steps necessary to complete this with SharePoint. The first thing you need to
do is to modify your web.config file to instruct the server to produce valid XHTML. Full examples on how
to do this is provided on the MSDN site http://msdn.microsoft.com/en-us/library/ms178159.aspx

Example from the above MSDN link

<system.web>
<!-- other elements here -->
<xhtmlConformance
mode="Strict" />
</system.web>

Next, you need to modify your master page to include the proper doctype and HTML element with
attributes:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-strict.dtd">


http://msdn.microsoft.com/en-us/library/ms178159.aspx

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en-US" lang="en-US">

Note: this may be different in your case this is just an example

Next we need to implement the _34aPolicy solution. The _34aPolicy solution was developed to either

remove or clean markup that does not validate. To keep the post short the source code inline

documentation will provide guidance on the source, while this post will explain how to implement the

solution. It should be noted that there are many ways to accomplish deployment from features to

solutions. For the sake of keeping this post short | will just place the files where they need to be while

discussing a few of the options.

The first thing to do is to add the _34aPolicy.DLL file to the Global Assembly Cache (GAC). For this post
we will use the .Net Framework 2.0 Administrator
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Figurel- Administrator showing the dll added to the GAC

Steps to Add the _34aPolicy DLL to the Global Assembly Cache
1. Select the Assembly Cache Node from the tree list on the left

2. Select Action
3. Select Add
4

Browse to the folder where you built the project




In my case this is the F:\Users\Administrator\Documents\Visual Studio
2008\Projects\_34aPolicy\_34aPolicy\bin\Release

5. Select the _34aPolicy.DLL and Select the [Open] Button, this completes the addition of the file to

the GAC.

The next step required is to mark the Assembly as Safe in your web.config.

_34aPolicy - Microsoft Visual Studio (Administrator)
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Figure2 - Web.Config file showing the SafeControl Section

Steps to add the _34aPolicy DLL to the SafeControl Section of your web.config

1. Open you MOSS WCM web.config file using Visual studio
a. Select File | Open
b. Select File
c. Browse to where your web.config is located, for me that is
F:\inetpub\wwwroot\wss\VirtualDirectories\80



d. Highlight web.config and Select the [Open] button

2. Go to the SafeControl Section and at the end add the following line: <SafeControl
Assembly=" 34aPolicy, Version=1.0.0.0, Culture=neutral,
PublicKeyToken=3£f8£1139063c29ca" Namespace=" 34aPolicy"
TypeName="PublishingLayoutPageEx" Safe="True"
AllowRemoteDesigner="true" />

3. Perform an IIS Reset
a. Select Start
b. Select Run
C. Typein IISRESET and Select [OK]

The next thing to do is to add the doctype to your master page. For this example | will use SharePoint
designer and | will modify an existing master page. | will modify BlackBand.Master. To modify the
BlackBand.Master file from SharePoint Designer 2007 (free from Microsoft) simply follow the below
steps.

¢

Figure3-SharePoint Designer 2007 CodeView showing BpeT

Steps to make the required changes to BlackBand.Master

Note these changes are for the XHTML doctype, you may need to make more changes and you may
want to do this change with the default master page. It is best if you start with a valid template it does
NOT have to be the BlackBand master.

1. Checkout BlackBand.Master from SharePoint Designer 2007 and Open the file (this file can be
found in your sites master page gallery)

2. Add the Required DocType by replacing the existing DocType: XHTML Strict used for this
Example:

<IDOCTYPE html| PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtml|1/DTD/xhtml1-strict.dtd">

3. Save and Check In the file
4. Complete the Master Page Approval process if required.

The next thing to do is to modify your page that has the linked master to use the override. For this
example | will use articleright.aspx. This is just for the example you may need to update more than one.
It is important to validate what pages are impacted with your site designer.



Steps to make the required changes to articleright.aspx

1.

Checkout ArticleRight.aspx from SharePoint Designer 2007 and Open the file (this file can be
found in your sites master page gallery)

Replace the following line:

<%@ Page language="C#"
Inherits="Microsoft.SharePoint.Publishing.PublishinglLayoutPage,Microsoft.ShareP
oint.Publishing,Version=12.0.0.0,Culture=neutral,PublicKeyToken=71e9bcellle9429
c" %>

With this Line:

<% @ Page language="C#" Inherits="_34aPolicy.PublishinglLayoutPageEx,_34aPolicy,
Version=1.0.0.0, Culture=neutral, PublicKkeyToken=3f8f1139063c29ca" %>

Save and Check In the file
Complete the Page Approval process if required.

Finally you need to copy the Policy example files to the layouts location on your server. For me that is:

F:\Program Files\Common Files\microsoft shared\Web Server
Extensions\12\TEMPLATE\LAYOUTS\ 34aPolicy

Do not forget to Create the 34aPolicy folder and then add the 34aPolicy.txt file for
the BadWords Example and the 34aPolicy.XML file for the Brand and Markup Validation.

B _34aPolicy.txt - Notepad 10| x|
File Edit Format WView Help
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Figure4 - Contents of Example Bad Word File

The bad word file allows one word per line. In the source code it specifies what to do if found. This

example changes the word to four asterisks
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Figure5 - Contents of the Policy XML file

The Policy XML file allows for 1 to n policy elements that can have defined both the policyfind attribute

and the policyfix attribute. Our example shows both a Branding fix and an Invalid XHTML Correction.

For the branding it corrects the 34aPolicy name to have the prefix_ and a capitol P. For the Valid XHTML

Correction it adds both the script type and the script language attributes.

Making it work
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repair markup errors, block bad words and protect branding.

For Site Template Select Publishing | Publishing Site
Accept the rest of Defaults and Select the [Create] Button

1. Select Create Site from the Site Actions menu

2. Foratitle¢ , t 9Chnfpliadce example€
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5.

6.

When the Site is created:

Select Create page from the Site Actions Menu
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Select Article Page with Right Image

Select the [Create] Button

Edit the Content to add our Bad Words; BadWord, B*dword, Badword and our brand typo
34apolicy
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6. Publish the page
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Figure 6 ¢ Page Published without override

The only thing left to do is to apply our Master page to benefit from the full changes provided with the
DocType for Validation purposes.

Select Site Actions |Site Settings | Modify All Site Settings
Under Look and Feel Select MasterPage

Specify BlackBand.Master for Site and System MasterPage
Select the [OK] button
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Figure7 - Both Branding and Bad Words Corrected

In addition our source code was changed from:
<script src="/_layouts/1033/init.js?rev=qX%2BG3yl4pldKy9KbPLXfOw%3D%3D"></script>
To the valid:

<script type="text/javascript" language="javascript"
src="/_layouts/1033/init.js?rev=qX%2BG3yl4pldKy9KbPLXfOw%3D%3D"></script>

What is next

HTML Validation - It is important to build your XML Policy file to correct all Validation errors in your
master page first and then whatever errors may exist in Web parts. You can do this by testing with the
W3C markup Validation Service. http://validator.w3.org/ You can upload your HTML to Validate. You
should test and get rid of all the errors that you can first before adding entries into the _34aPolicy. XML
File. Also remember you must escape out certain characters in XML to make the file itself valid. The
_34aPolicy. XML file must validate, | recommend editing the file in SharePoint Designer or Visual Studio.
You do not have to run an IISReset every time you make an entry, just refresh the page. Some XML
Escape Characters can be found on this page:



http://validator.w3.org/

http://www.hdfgroup.org/HDF5/XML/xml escape chars.htm . You should have no problem making
your MOSS Site validate as XHTML Strict.

Branding - From a Branding perspective simply enter all your common trademark and product naming
errors and corrections. Once you do this you will be able to deploy the file. This will help protect your
brand.

Bad Words - As a separate file you can add words from an external or internal list, you can even modify
the source to control where the list is received from and what is displayed in place of the bad word.

Deployment - Once you have your list done you can deploy this as a solution and distribute it easily
across your farm.

Closing Thoughts

The ability to override the render to prevent content from going out in a form that you do not want
from a compliance perspective is a powerful option. Along with this post you can download the
complete source from http://www.yonaitis.com/34apolicy.zip This file contains the VS 2008 Project and

the two policy files. | hope you enjoyed this example and if you have any questions you can contact me
at ryonaitis@gmail.com
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